"Facial recognition has emerged as one of the most powerful biometric tools, but the lack of regulation and a misuse of the technology can put users at risk," the WEF said.

To combat this, its guide aims to help engineering teams and policy makers build a common approach to using the technology. "This is the first framework to go beyond general principles and to operationalise use-cases for two distinct audiences: engineering teams and policy makers," WEF said. The guide outlines four key steps:

EVENTS CALENDARWe apologise that our regular listing of upcoming conferences and events relating to biometric technology has been suspended for the time being. This is because the global coronavirus pandemic and related travel restrictions have meant that events are subject to sudden cancellation. The WEF\'s framework deals with ethical concerns over facial recognition\'s limitations.

•Define what constitutes the responsible use of facial recognition -- by drafting a set of principles covering privacy, bias mitigation, proportional use of the technology, accountability, consent, right to accessibility, children\'s rights and alternative options.•Design best practices for developers -- this should focus on justifying the use of facial recognition, designing a data plan that matches end-user characteristics, mitigating the risk of bias, and informing end users.•Assess the quality of the system -- via a questionnaire that describes what rules should be respected for each use-case, to comply with the first-up principles.•Validate compliance with the principles for action -- using an audit carried out by a trusted third party.

Biometrics companies including Amazon, IDEMIA, IN Groupe and Microsoft were involved in drawing up the 'Framework for Responsible Limits on Facial Recognition', along with policy makers, civil society representatives and academics.

Kay Firth-Butterfield, WEF\'s head of AI and machine learning, said: "Although the progress in facial recognition technology has been considerable over the past few years, ethical concerns have surfaced regarding its limitations. Our ambition is to empower citizens and representatives as they navigate the different trade-offs they will face along the way."

•For more information, visit [www.weforum.org/projects/responsible-limits-on-facial-recognition-technology](http://www.weforum.org/projects/responsible-limits-on-facial-recognition-technology){#interrefs10}.
